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Il. Open Source Software |2FA
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System Hierarchy and Used 0SS
System Layer

CRM ERP
Aol cation Sugar, efc. Campiere, etc.
$50 2] Portal ]
OpenAM, ete OpenM, etc  Backstage, etlc  Grafena, etc

Application Server DataBase | 1
Middle Ware Tomeat, etc. MySQL, etc. | : |
WebServer Mol Pltforn [
Apache, etc. | |

Android, 10
08
Linux, etc.

Server Terminal Farchrare Laya"

(22l 1) System Hierarchy and Used OSS

Percentage of Scanned Codebases Containing Open Source

Heslhcare, Health Tech, Life Sciences
EdTech

8ig Data, AL, Bl, Machine Learing

(23 2) Percentage of Scanned Codebases
Containing Open Source

2.1. 0SS 98
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(Z 1) Typical CVE Types
CVE Number Vulnerability CVSS CVSS Vector
. . CVSS:3.1/AV:L/AC:L/PR:L/UL
CVE-2020-0187 BaseBlockCipher.java 55 N/SU/CLH/IN/AN
In jQuery versions greater than or equal to CVSS:3.1/AV:N/AC:L/PR:N/UI
CVE-2020-11023 6.1
1.0.3 and before 3.5.0 ‘R/S:C/C:L/ILL/A:N
In jQuery versions greater than or equal to 1.2 CVSS:3.1/AV:N/AC:L/PR:N/UI
CVE-2020-11022 and before 35.0 6.1 R/SC/CL/AL/AN
. CVSS:3.1/AV:N/AC:L/PR:N/UI
CVE-2019-11358 jQuery before 3.4.0 6.1 R/SC/CLAL/AN
jQuery before 3.0.0 is vulnerable to Cross-site CVSS:3.0/AV:N/AC:L/PR:N/UI
CVE-2015-9251 6.1
Scripting (XSS) ‘R/S:C/C:L/IL/AN
CVE-2020-8203 P'rototype pollut.ion attack when using 74 CVSS‘:S.1(AV:FI/A§:H/I?R:N/UI
_.zipObjectDeep in lodash before 4.17.20. N/S:U/C:N/LH/A'H
Lodash versions prior to 4.17.21 are vulnerable
CVE-2020-28500 to Regular Expression Denial of Servi 53 | CVSSBVAVNACLPRN/UL
o Regula pression Denial of Service . N/SU/CN/EN/AL
(ReDoS)
CVSS:3.1/AV:N/AC'L/PR:N/UIL
CVE-2020-7788 This affects the package ini before 1.3.6. 7.3 ) { ,/ ) /_ /
N/S:U/C:L/ILL/A:L
. . CVSS:3.1/AV:N/AC:L/PR:N/UIL
CVE-2018-14719 FasterXML jackson-databind 2.x before 2.9.7 9.8 N/SU/CI/II/AT
Legi f the B Castl CVSS:3.1/AV:N/AC:L/PR:N/UI
CVE-2015-1000613 egllon of the Bouncy aswe Java 98 A / A/ A /P /U
Cryptography API 1.58 = 1.60 ‘N/S:U/C:H/LH/A'H
CVE-2015-7501 A crafted serialized Java (?bject, related. to the 98 CVSS.:3.0/§V:I'\I/AF3:L/P.’R:N/UI
Apache Commons Collections (ACC) library. ‘N/S:U/C:H/IH/A:H
A Incorrect Default Permissions vulnerability in
CVE-2020-8022 th Kagi [t t SUSE Ent. . 73 CVSS:3.1/AV:L/AC:L/PR:L/UL
e packaging of tomcat on S nterprise . N/SU/CHIH/AR
Storage 5
CVE-2019-10744 Versions of lodash lower than 4.17.12 are 91 CVSS.:S.I/.AVZI'\I/AF;:L/P.’RIN/UI
vulnerable to Prototype Pollution. N/S:U/C:N/IH/A'H
< . . . . CVSS:3.1/AV:N/AC:L/PR:N/UIL
CVE-2017-9224 An issue was discovered in Oniguruma 6.2.0 9.8 N/SU/CH/IH/AH
. . . . CVSS:3.0/AV:N/AC:L/PR:N/UI
CVE-2017-9225 An issue was discovered in Oniguruma 6.2.0 9.8 N/SU/CHA/AH
. . . . CVSS:3.1/AV:N/AC:L/PR:N/UIL
CVE-2017-9226 An issue was discovered in Oniguruma 6.2.0 9.8 N/S:U/CH/IH/AH
el s elvl el Aok g 2
= 5 oY o= s A3 ¢ - 270 Y] F3 AUE ;- 0SS7) = ok 0SS
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) 544
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Vulnerability Database: \
Black Duck Knowledge Base

Open Source

Vulnerability
Information,
such as NVD

Black Duck
Server

ﬂcan Server:\J/

Black Duck Web
Application
E
On-Premise - >
Hash -3
generation Send Hash Output:
agent Report GUI
Notify users
i Web, mail, chat, etc
Create Hash YUser's Development
Enwronment/

(22! 3) structure of Black Duck

[

0

s

Open Source
Vulnerability

Information,
such as NVD

Scan Server:
Mend Server

L1D4

——
Qutput:
Hash Report GUI
generation Send Hash Notify users
agent Web, mail, chat, etc
——

User's Development
Create Hash Environment

(32! 4) structure of mend
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2.2.1. Black Duck

Black Ducks> ®l=  SynopsysellA "=
SCA(Software Composition Analysis) =72 o =2
Aold 2 ﬁzﬂoldoﬂ E3E 0SS} epAb FEofA
) d, gloldx AEeteldxe] 2l
zZ I E ]%JEPD} Black Duck®] & 24 2Z4
2 AL 4Rt ) o]l FAeAaR 7AE
KnowledgeBase= R+ of&e|7Alo]lAd e ZH oL
o] Ao wigh gt M AlFE 7).

Black Duck®] &AL )83} 7}

- Ak A1 0SS A K #el 715 ¢ Cybersecurity

Research Center(CyRC)7} 42318+ 4003 71 o]
Ake]l 0SS TA8AE ZZ3= 0SS ZRAE,
of 2,650702] eho] A~ 3, 13%F A o]Ake] A
o A x| gk 2l dlo|efM|o] 2 Black

DEVELOPERS DEVELOPMENT AND DEVOPS TEAMS SECURITY AND OPERATIONS TEAMS
L FE B E
= S = I = =

) = . )

Identify avoid,or lering o hlting buids Inspect apps and containers before they are

components that are igher sk orviolate tools

policy as you code. Jerkins. afer.

(2% b5) Integrate and automate open source
governance into DevSecOps



AR M F83]2] (2022. 10) 57

(E 2) Introducing open source vulnerability analysis and management tools

Tool

Features

Synk

Create project snapshots to enable continuous monitoring

Includes secret detection to detect and highlight passwords such as keys, credentials,
and PIL

Unlike tools that use entropy checks or regular expressions, Al machine learning

improves the probability of accurate detection

mend

Digital Signature Open Source Management
Database operates on SaaS, updating security vulnerability details in real time
File hash value extraction technology and encrypted communication enable detection

of source code without risk of gastric leakage

BlackDuck

Support for Snippet detection algorithms

Various analysis techniques such as Signature Matching, Dependency Matching, and
String Matching

Always keep up to date with OSS information

Labrador

Use VUDDY technology to identify function vulnerabilities
Detect modified open source components using CENTRIS technology
Provides breakthrough accuracy with component, file, and functional 3-layer

vulnerability analysis

Veracode SCA

Agent-based scanning techniques
Code scanning method based on software development life cycle (SDLC)
Vulnerable Method Detection

Enables scanning of Docker containers and images

Policy assessment, analysis, and reporting capabilities

Duck Security Advisories(BDSA)E #|&34 0.2 2.2.2. Mend

o] =3}

- rlefgt Ze o 3 oS aaFer) glew WhiteSource®] mends AZEo]ollx] AFEE

alofel] A o]

ey

34 goz o b i 9B THALE sl US 4u 5§
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CUCD 5 2 d5A<l 7| =5+} REST Ao A4S AAE F= EFHEIth mend= AA
API®| WEH AHE-317] 412 0SS &3 oA 75 HEx 2EL~ WS o] AF ¥R EFHSE o

- ool o xZA <l 9§ A - oA, AEel AN 74 2ZAQ] 2EL FHA Eﬂ"]ﬁ‘ﬂ]‘ﬂi
olr]z] 9] A oo F=of EFE 0SS 2~ 5 B3k Qlehs].
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of
%

@ ecuri

Custom Code Open-Source Containers. Infrastructure.

(2% 6) Discover the Mend Application Security
Platform

mendE AA F= BA ZPE3] mend SASTE}
AxE] 74 4 FHE mend SCA, F&%
Xt Z91%9] mend Supply Chain DefenderS X%
3le] AppSec AIE 7|Alg}

2.3. 7|& 0SS 2| =79 s

712 0SS ] =7w FoFe] WA= 3

5 golBE e S AMSkE ol EEAloldE AMEEhe
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0sse] 7HAE} = :
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SBOM(Software Bill of Materials)& A& WY
o] A AF-Fo|ct

. SBOM(Software Bill of Materials)
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o] Afoluiwak o] i3t WA (EO 14028)%
a de] et SBOM2 A5 #7]AellA 2E A

BE S 5 e AHY LT EYY] ATo xFH
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A Q7 Bolalx] Amsly] 98] olzd AT S =
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(28 7) Conceptual SBOM tree with upstream
relationship assertions
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71& 0SS | -9 Hlarste] SBOM=: wafdt
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T4 WA 5 ode 7S Algete] 71 0SS
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(£ 3) SBOM Baseline Attributes

Description
author of the SBOM
date and time when the SBOM
was last updated

Baseline

Author Name

Timestamp

name or other identifier of the
supplier of a component in an
SBOM entry

Supplier Name

Component name or other identifier of a

Name component

Version String version of a component

Component cryptographic hash of a
Hash component
Unique additional information to help
Identifier uniquely define a component
Relationship association between SBOM

components
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NTIA®A 33 SBOM9| 7|3 T84 & 33 Contain Description
7\%‘3]-[10]. manufacturer, and the assembled
SBOM-E o}x mF3le]l gale] ZAstx] oo} t} software, component, firmware, or
o3l SBOM 3Alo] &gt e} v|= Alo|H R device that the SBOM describes
ol 9 olzg} i°,l'5,l(CIS A)T’]' 7€} 7\ Fol| A dFH Components Descr.ibe the complete.inventory
EN) SBOM 3ale SWID € I(Software Information of first-party and third-party
Identification Tags)®} CycloneDX, SPDX(Software components.
Package Data Exchange)ﬂq— SES CycloneDX-‘Z]- Service Describe external APIs that the
SPDX #Alute] & A&7 9] olo] B AojA Information software may call.
X CycloneDXQ} SPDX SBOM 53/5}01] g3 28 Dependency Describes direct and transitive
1‘/]—[1 112]. Relationships relationships.
Describe constituent parts
3.1. CycloneDX Compositions (including componen.ts, S(?rvices,
and dependency relationships) and
_ their completeness.
CycloneDX+ =4 9] Hol %37]7H(Open Web
Application Security Project, OWASP)7} F-=3}o] =t Known vulnerabilities inherited
= SBOM Hlolg] Ale|c}. CycloneDX = 2o from the use of third-party and
. . _ . . open source software and the
BOM(BIll of Materials) ez A =1, Vulnerabilities exploitability of the vulnerabilities
CycloneDX-‘: SaaSBOM(Software—as—a—Service BOM) can be communicated with
& W R R AL LS FESEE A, CocloneDX.
CycloneDX= Shedlof, Fehi= E% SaaSe} Multiple extension points exist
st & 2xzEd o] el A g SAA el B3t throughout the CycloneDX object
= A me ASY AT b e Axw 2 . model allowing fast prototyping
BOMOHH‘O’] T8, Aulaet FHod s dF Extentions of new capabilities and support
+ BOM-Link 7]5& A48k} BOM-Link+ JSON for specialized and future use
-L]- XML Ao 2% A=) ARl o cases.
BOM®| URL &= ¢ BOM®] Algjd wsel w4
% AH8-3h= BOM-Link URI%E #23 4= 9]} 3.2. SPDX

CycloneDX+ CPE(Common Platform
Enumeration)?} SWID, PRUL(Package URL)®| Al
7]_7(] dc s EOH ZLHO]:X4° }\]Bit‘fj} 2 c})J\ U:] SPDX
Sold Do} BAAE T

3}
3
t}. &3 CycloneDXE A2 i_‘i—%

(2 4) CycloneDX Document contains and

Description

Contain Description

BOM Metadata

Information

Including the tools used to
produce the SBOM, the supplier,

- 2 RS A ﬁ:iE%F’ 4171 19Jr i Al
] el -5 dlole] wdt P vt=s o] &
A= SBOM A XE Hekstr] 93+ ISO/IEC
ole}. SPDXE 4zEde] P48zl eolals
Ao A2 9 wel AR E ofg] g 34
17 A9 4 9lt}. SPDXE Az ES] 7]
TSz N ARE A Fsh ¢
%% RDFa, .xlsx, .spdx, .xml, .json, .yaml
2 el §Ae A2, & 5=
SBOMS| 29 4w& helllc).

X Lﬂj L ﬁi u rlr
b —SJ

2

O

S,
o = rj‘i

2l
M
rlo

%)
4]
o)
><



60

0Ss #4445 1% SBOM &%

(E b) SPDX Document contains and Description

Contain Description
SPDX
document One instance is required for
creation each SPDX document produced
information
A package in an SPDX
document can be used to
Package describe a product, container,
information component, packaged upstream
project sources, contents of a
tarball, etc
A file’s important metadata,
File including its name, checksum,
information licenses and copyright, is
summarized here.
Snippets can optionally be used
. when a file is known to have
Snippet
information some content that has been

included from another original
source.

Other licensing

Provides a way to summarize

other license information that

information may be present in software
detected being described, such as
custom or proprietary licenses.
Relationships . . )
. Stores ways in which different
between SPDX L
specifications can relate to each
elements
. . other.
information
Used by others to review
Annotations SPDX documents and
information communicate information from
the review
The review information section
Review is included for compatibility
information with SPDX 1.2, and is

deprecated since SPDX 2.0

IV. SBOM &M

E AHox= SBOMS
fe] Bl o) AREE G} 7o) BrEe
FLOSS(Free/Libre and Open Source Software) A%

Y 2 =7 S&

ek dEA £F

NE

o= it YA EE A AT gl £
sk AdwAe 42Y 4 ol AT B =

%
52 71F0R, & 409 B2 AR HEAoR
1:

A#E SBOM A 2 e s
CycloneDX-CLI, FOSSology, Tern, ScanCode
Toolkite]}.

CycloneDX= S8 Z271# Bol Zd e 4 Z

9 T8 L BA o A8 =S AAE SBOM AMF
o]t} FOSSologys B3~ At ZeAER QZ r~
glol A AEeold s £z EY] A~ g EFo]
th Tern ZlElo]y] o]n]x|o] HAAH 7]=]e] w|e}
Hlo]e] & 2t7] 98k ZAF =e]t}. ScanCode Toolkit
Rl I R 2 o i AP B = S s e B
AR de|el & A3l A3t EFlolth14].
7A7re] =5 8 WAl A8 L Zelrt
7] wgell ofe] 74A] HejE FHIT 4 ook whebA

2]
A

AU 4 7 B4 1S B A%l 7S
o 3l

4.1. CycloneDX-CLI

CycloneDX+ & T2 Hol Adre o ¢
A o]

T TR B AHEE RS AAE 7% SBOM
Abefoltt, CycloneDX+< apache-2.0 o]~z o]
A12~%l  FLOSS(Free/Libre and Open Source
Software) A|&o|t}. o] A&FL 7|A7} %43 T+ =
A7 SBOME o4, *#é a#Hi= 2 BOM A

[
“ix}i Aol & F7F 7153 TR e AT
sht}. 3k SPDX o)A BE2& A3ty SPDX
AL ole eteldas 7d Ageh. CycloneDX+=
SBOM-S- JSON =& XML 2 F3sly 7% &
A7) {2 7IAVE U e AE FRE

[15].

o
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411, FHEea

BOM(BIll of Materials) ~7]v} v1.22] FA]ell4]
oF 4= 9J%o] 7} FLOSS &AL Jagt Awrst =
" TR A6 °olF, AXAN A4
nle] Aoyl §82 £ZE] P8 A
3 7o) o} stEse] A e &
gloufr} ZgkE|o] i) mdl, 74849
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-<rdf:RDF>

“hitp
<spdx:specVersion>SPDX-2.2</spdx:specVersion> N
i hito:spex orglicenses/CCO-10>

~<spdxicreationinfo>
-<spdx:Creationinfo>
<spdlicenseListVersion>2.6</spdxlicenseListVersion>
<spdx:creator>Person; fossy [y)</spd:creator>
<spdx:creator>Organizatio: </spdx:creator>
<spdxcreator>Toal: spd2</spdxicreator>
<spdx:created>2022-09-26T08:26:552</spdx:created>
</spdx.Creationinfo>
<spdxicreationinfo>

-<rdfs:comment>
This document was created using liense nformation and a generator from Fossology.
<lrdfsicomment>
-<spdx:hasExtractedLicensinginfo>

rif#SPDXREFDOCUMENT">

 license
<spdxiname>No license found</spdxiname>
<spdx:extractedText> Notfind any license nthe scanned fl </spdxcextractedText>
</spdx:ExtractedLicensinglnfo>
<IspdxhasExtractedLicensinginfo>
~<spdxrelationship>
-<spdx:Relationship>

itp:spd i9Type_descrives'l>

-<spdirelatedSpdxElement>

nseRetNo_license found">

<spdxname>spdx-sbom-generator</spdxcname>

“htospa 't>
~<spx:packageVerificationCode>
~<spdx:PackageVerificationCode>
odeValu

<Ispdx:PackageVerificationCode>

deValu
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1This report was generated by the Tern Project
2\Version: 2.19.1

3
4 Docker irage: spdx/spdx-sbon-generator:latest:
5 Layer 1:
6 info: Layer created by comands: /bin/sh -c #(nop) ADD file:
ge811: 985162497 #3ec45869239921 1n /
info: Found 'Alpine Linux v3.16' in [etcjos-release.
8 info: Retrieved package metadata using apk default method.

10 File licenses found in Layer: None
1 Packages found in Layer:

13 | Package | version | License(s) | kg Format |

15 | alpine-baselayout-data | 3.2.8-r20 | CPL-2.3-only | apk |
16 | nust | 1.2.3-r9 | 0T | apk |
1 | busybox | 1.35.0-113 | GBL-2.0-0nly | apk |
18 | alpine-baselayout \ 3.2.8-120 | CPL-2.3-only | apk |
1 | alpine-keys 2,411 | vt | apk |
2 | ca-certificates-bundle \ 20211229-10 | FPL-2.9 AND MIT | apk |
| liberyptot.1 111010 | Cper\SSL | apk |
| libssli.1 | 111070 | OpenSSL. | apk |
| sslclient | PL-2.9-only | apk |
| zlib | apk |

| PL-2.9-only | apk |

|

|

|

1
H
4 | 2tib

| epk-tools
2 | scenelf
7 | musl-utils
5 | libc-utils

| cPL-2.9-only | apk
| vt 5 Pl | apk
| BsD-2-Clause AKD BSD-3-Clause | apk

32 Layer 2:
3 info: Layer created by cowmands: /bin/sh -c apk add --update ruby && gen instzll bundler
3 info: Retrieved package metadata using apk de‘ault method.

36 info: Retrisved package netadata using gen deault method.

38 File licenses found in Layer: None
39 Packages found in Layer:

4 | Package version | License(s) | kg Fornat |

4 | ca-certificates 26211220-r0
2 | onp 6.2.1-r2

| WPL-2.0 AND HIT apk |
\LPLKenrlatrDRGPLzaarlater\apk |
i
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c)

El

1# Document Information|
2

oolkit_v31_1_0-dfof7652-4614-4716-a50b- Fa61das934sc

atedbys toie oottt

ext>Cenerated ith Scancade and provided on an “AS 1 GASIS, WITHOUT WARRANTIES
10,07 CONDITIONS OF ANY KIND, e1ther express or inplied. No conent crested o
24 scaneade shosid be constdered or usei as legal advice. Conmilt aa Attorney

ga]

B
oo toothet/ For Suppors-and dommtaed </texts

17# Creation Info

19 Creator: Tool: scancode-toolkit 31.1.0
20 Created: 2022-89-14T06:05:00Z

22

oolkit_vi1_1 0
26 5POXT

27 rackageoammiosdlocat
28 Packageverificationc

© NOASSERTION
7654dcb7997ec30205486€3de609676416bebs7
NOASSERTION
NOASSERTION

so

45 PackageLicenseInfoFronFi
46 PackageLicenseInfoFronFi

52 PackageL icenseInfoF ronF1;
53 PackageL tcenseInfoF ronF 1
54 PackageL LeenseTnforronriles: CC.ov-SA-1.0
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